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Does your agency conduct any random reviews of employee personal 
social network sites?  Should this be done?  When would it be 
reasonable to conduct such an inquiry?  What would be a reasonable 
investigative method if such an inquiry were done during an 
administrative investigation? 
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Indiana Department of Natural Resources Law Enforcement, (INDRLE) at full staff employs 214 sworn 

officers.  An Indiana Conservation Officer (ICO) has full law enforcement responsibilities and is trained in a 

wide variety of law enforcement duties. Social Media has had a significant impact on how officers investigate 

fish and game violations.  Our Division has promoted using Social Media by sworn officers for not only 

investigations but a valuable communication tool within the hunting and fishing community.  INDRLE 

established a Social Media Policy in 2013. (SOP PRO005)  “The purpose of this procedure is to establish 

guidelines for employees in the use of social media to enhance communication, collaboration, and information 

exchange; streamline processes; and foster productivity”.  The SOP further encourages officers to use social 

media to foster community outreach, investigate crimes, and crime prevention.  Policy within the SOP provides 

guidance for personal use of social media but does not address the issue of random reviews of personal sites.  

District Commanders are tasked with enforcing the elements of the SOP and all officers are required to report 

suspected violations of SOP PRO005. 

   I do feel the need to do random checks on public domain sites.  They are warranted without a 

complaint much like many law enforcement related activities.  Random checks of officer’s social media sites, if 

done must be random.  The ability to show your searches/ monitoring are random will be important. “When it 

comes to an agency’s notice that something on an employee’s social media site might have the potential to 

adversely affect the employee’s performance or ability to perform, or might  have the potential to adversely 

affect the agency’s morale, operations or efficiency, we have a duty and responsibility to look into the matter”. 
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(Rieter, 2013)   Law enforcement officers do have limits on matters they can post on personal social media 

sites.  Posting materials originating from work related duties are not protected by 1st amendment rights.   

Officers posting material that would fall into the category of conduct unbecoming of an officer has narrow limits 

with regards to the 1st amendment.  Several Supreme Court cases have ruled in favor of government agencies 

when prohibiting employees from posting information that creates a negative impact or image of the 

government agency. (Connick v. Myers 1983) Many social media post concerning a valid public concern will 

hold valid 1st amendment protections. (Pickering vs. Board of Education 1968)  The National Labor Relations 

Board (NLRB) gives guidance on social media matters as well.  “Essentially, employee statements made via 

social media tend to be protected under circumstances in which the NLRB has determined that the speech was 

intended to serve as “concerted activities for the purpose of collective bargaining or other mutual aid or 

protection”. (Dollan, 2013)  Recent NLRB decisions have declined to protect social media statements that 

convey narrow and individualized complaints that do not concern the working conditions of co-workers more 

broadly. (Dollan, 2013) 

 Social Media has become a very popular method for gathering and disseminating information.  The 

information disseminated can be very personal or a simple emoji.  Many people now have social media 

consuming a significant amount of their time either at work or at home.  Monitoring or searching an employee’s 

social media site could lead to better insight to why he or she is struggling at work.  Internal investigations are 

not always targeting employees to simply discipline them.  Internal investigations look for the truth and facts 

behind an allegation of misconduct.  Evidence can be found through many sources.  Social media sites are 

another source for possible evidence.  One method for reviewing social media during an administrative 

investigation is through “public domain”.  An investigator knowledgeable in social media sites and how to 

gather information from public domain sites is a must.  During an administrative investigation, if the search has 

any indications criminal activity is or has occurred a search warrant should be sought.  Voluntary compliance 

during investigations should not be overlooked.  Many officers want to clear their name and reputation.   
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 Properly written social media policies have many benefits and prevent unnecessary disciplinary 

proceedings. Administrative investigations, in law enforcement delve into many areas of misconduct. Using 

social media to aid in the investigations is as important as any normal police investigation.  We as Internal 

investigators should use all the tools available during our investigations. 
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