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Does your agency conduct any random reviews of employee personal 
social network sites?  Should this be done?  When would it be 
reasonable to conduct such an inquiry?  What would be a reasonable 
investigative method if such an inquiry were done during an 
administrative investigation? 
 

INTERNAL AFFAIRS RESEARCH PROJECT SUBMISSION 

SUBMITTED BY:  Frank, Millbury 

 

 

 

 

BRIEF ANSWER 

No, the agency does not take extra measures and conduct random reviews of employee personal social 

network sites. The practice of reviewing or monitoring social media sites of employees should be reserved 

internal investigations or other special circumstances related to an investigation.  It would be reasonable for an 

employer to conduct an inquiry of an employee’s social media account(s) during the course of an 

administrative investigation or as a measure resulting from disciplinary actions.  A reasonable investigative 

method to review an employee’s social media account(s) include: viewing an online profile open to the public 

or conducting a special purpose search.   

APPLICABLE LAW 

Applicable law to be considered and have a thorough understanding of during the course of an administrative 

investigation in to violations of a social media policy includes both the First, Fourth, Fifth, and Fourteenth 

Amendments to the United States Constitution.   

 

The First Amendment states: “Congress shall make no law respecting an establishment of religion, or 

prohibiting the free exercise thereof; or abridging the freedom of speech, or of the press; or the right of the 

people peaceably to assemble, and to petition the Government for a redress of grievances.”   This amendment 

is the basis for many social media cases involving speech or express. 
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The Fourth Amendment states: “The right of the people to be secure in their persons, houses, papers, and 

effects, against unreasonable searches and seizures, shall not be violated, and no Warrants shall issue, but 

upon probable cause, supported by Oath or affirmation, and particularly describing the place to be searched, 

and the persons or things to be seized.   This amendment is key to understanding when an administrative 

search may be performed and the standard required for investigators to substantiate the intrusion. 

 

Fifth Amendment states: No person shall be held to answer for a capital, or otherwise infamous crime, unless 

on a presentment or indictment of a grand jury, except in cases arising in the land or naval forces, or in the 

militia, when in actual service in time of war or public danger; nor shall any person be subject for the same 

offense to be twice put in jeopardy of life or limb; nor shall be compelled in any criminal case to be a witness 

against himself, nor be deprived of life, liberty, or property, without due process of law; nor shall private 

property be taken for public use, without just compensation.   The right against self-incrimination and Due 

Process Clause of the Fifth Amendment are important during the investigation when obtaining statements of 

officers that are subjects of the investigation. 

 

The Fourteenth Amendment, Section 1 states: All persons born or naturalized in the United States, and subject 

to the jurisdiction thereof, are citizens of the United States and of the state wherein they reside. No state shall 

make or enforce any law which shall abridge the privileges or immunities of citizens of the United States; nor 

shall any state deprive any person of life, liberty, or property, without due process of law; nor deny to any 

person within its jurisdiction the equal protection of the laws.   The Due Process Clause is particularly important 

to understand when obtaining statements of officers that are targets of an investigation. 

DISCUSSION 

POLICY CONSIDERATIONS 

Violations of department policy through use of social media may arise in various forms.  Examples of behavior 

online, which may prompt a complaint and/or internal investigation include, but are not limited to: online 
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commentary or expression by the employee, posting questionable videos, and sexual misconduct related 

activity. 

 

To effectively investigate and sustain allegations related to employee online activity that deviates from 

acceptable standards, a need exists to have a social media policy.  The policy should be clear and place 

employees on notice and warn of the dangers of online postings.  Additionally, the policy should not be drafted 

in an overbroad or ambiguous manner, as this could present problems such as discipline being overturned on 

appeal.   

 

According to Lou Reiter, Los Angeles Police Department Deputy Chief of Police (Ret.), the policy should not 

contain a strict prohibition on social media use, but put employees should be on notice not to do anything 

improper.  It is not advisable to constantly monitor social media accounts, but rather allow complaints to be 

filed with internal affairs.  An effective discipline strategy may be to charge an officer with conduct unbecoming 

of an officer, supported by the violations of the social media policy.  If conducting an administrative 

investigation, order the employee to allow the department investigator to gain access to the social media 

account, but not turn over password.   

 

Violations of cell phone use and sexual misconduct policies may also be incorporated in an internal affairs 

investigation in to social media activity of an employee; a smart phone may be the technology in which the 

employee accessed the social media account and the social media content could potentially involve sexual 

misconduct.  If not currently enacted, these two policies are highly recommended.  The cell phone policy 

should address both agency and personal cell phone and computer use.  The sexual misconduct policy should 

be topic specific and more than a general conduct unbecoming policy.  
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PROCEDURAL CONSIDERATIONS 

Internal Affairs Investigation: Searches 

In general, the practice of reviewing or monitoring social media sites of employees should be reserved internal 

investigations or other special circumstances related to an investigation.  It is reasonable for employers to 

conduct inquiries of an employee’s social media account(s) during the course of an administrative investigation 

or as a measure resulting from disciplinary actions, so long as the employer acts within the scope of the 4th 

Amendment constitutional protections.  

 

A reasonable investigative method to review an employee’s social media account(s) include: viewing an online 

profile open to the public or conducting a special purpose search.   

If the social media account profile is open for public viewing, simply use a traditional web browser and view the 

postings as any other person with internet access could do.  Once the profile is accessed, an investigator may 

take necessary screen shots and gather evidence.  Depending on the court, Federal or State, there may be 

different requirements to introduce such evidence at trial, such as the officer showing  what was actually on the 

website, that the exhibit or testimony accurately reflects that content, and that the content can be attributed to 

the owner of the site (Federal) or specific facts and evidence, more than just the defendant-subjects name, to 

authenticate the evidence (Massachusetts).    

 

In the case where the social media account is restricted or not open, an internal affairs investigator may utilize 

what’s known as a special purpose search (aka: special needs search).  The purpose of a special needs 

search is to enforce a rule that governs the government’s workplace.  The legal standard to search in these 

cases is reasonable suspicion.  The United States Supreme Court has decided several cases pertaining to 

these types of searches. 

 

In U.S. v. Taketa, the United States Supreme Court heard the appeals of wiretapping convictions against Drug 

Enforcement Agency Agent David Taketa and Nevada Bureau of Investigations Officer Thomas David O’Brien. 
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The case, which was appealed on the grounds that videotape evidence was seized in violation of the Fourth 

Amendment and improperly admitted at trial, held that there was no violation by the warrantless search of 

Officer O'Brien's office; the admission of the tape in to evidence was found to be a violation.  As to the search 

of the office the court explained that, “a valid fourth amendment claim requires a subjective expectation of 

privacy that is objectively reasonable.”  Also, in the employment context, the court has found a reasonable 

expectation of privacy to exist in an area, “given over to an employee's exclusive use."  In this case, Officer 

O'Brien's office was given to him for exclusive use and contained his personal desk and files, but the fact that 

Agent Taketa had access to it, and used it for his own illegal activities in furtherance of the conspiracy with 

Officer O'Brien, did not lead the Supreme Court to find an objectively reasonable expectation of privacy.  In 

other words, employees may have a subjective expectation of privacy in a work related context, but if the 

expectation is not “objectively reasonable,” the search will be permissible.   

 

Later, the Supreme Court reviewed the a case of Ontario v. Quon, where the major issue was the right to 

privacy in electronic communications within a government workplace, specifically text messages sent from a 

department issued phone.  The City of Ontario, California appealed a Ninth Circuit Court of Appeals decision 

holding that it had violated the Fourth Amendment rights of two police officers they were disciplined following 

an audit of pager text messages.  The audit discovered that messages were personal and sexually explicit in 

nature.  The Supreme Court held, in a unanimous decision, that the internal audit was a reasonable work-

related search and did not violate the Fourth Amendment's protections against unreasonable search and 

seizure.  

 

Other significant U.S. Supreme Court cases which address administrative searches, more general nature, are 

New Jersey v. T.L.O. and O’Connor v. Ortega.  In New Jersey v. T.L.O., the Court of addressed the 

constitutionality of a search of a public high school student for contraband after she was caught smoking. A 

search of her purse revealed drug paraphernalia, marijuana, and documentation of drug sales.  The juvenile 

was charged for the drugs and paraphernalia and fought the search, claiming it was a violation of her Fourth 
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Amendment right against unreasonable searches. The Court held that the search by the Piscataway Township 

Schools was reasonable under the Fourth Amendment in these circumstances.  

 

Several years later in O’Connor v. Ortega, the Court decided a case concerning the Fourth Amendment rights 

of government employees as they apply to administrative searches in the workplace, during investigations by 

supervisors for violations of employee policy, rather than law enforcement for criminal offenses.  The Court 

ruled that public employees retain their Fourth Amendment rights and protections during administrative 

searches in the workplace and that a routine work-related intrusion does not constitute a violation.  

 

Considering the aforementioned U.S. Supreme Court cases, which have established that reasonable suspicion 

is the threshold to conduct a special purpose or administrative search during an administrative investigation, 

the investigator should order the employee to provide access to the social media account.  This order 

compelling the employee to gain access to their account for the purpose of a search, (yet at the same time not 

provide their password), cannot be refused during an administrative investigation.  If the employee is resistant 

to allowing access to the social media account, they should be admonished that refusing the order may result 

in discipline, up to and including termination.  

 

Internal Affairs Investigation: Interviews and Statements 

During an internal affairs investigation, there two types of statements which may be obtained from the 

employee; however, careful consideration should be employed if criminal charges are being, (or could be), 

sought against the employee based on their acts. 

 

The first type of statement is a voluntary statement, in which investigators should proceed in a normal fashion 

by interviewing the employee.  If an employee is not willing to provide a voluntary statement, the decision must 

be made whether to obtain a compelled statement, which is the second type.  If there are potential criminal 

charges, it is recommended that a bifurcated investigation occur, where the criminal investigation and 
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administrative investigation are conducted separately.  The administrative investigation may be conducted 

concurrent with or following, (consecutive to), the criminal case.  In instances where criminal charges do not 

apply or will not be sought and the subject of the investigation refuses to provide a statement, they should be 

admonished and warned that they cannot refuse; the compelled statement would not be excluded in matters 

related to the administrative investigation. The key difference between the two types of statements is the 

admissibility in a criminal prosecution 

 

The most significant case concerning compelled statements is Garrity vs. New Jersey, New Jersey police 

officers were questioned during the course of a state investigation concerning alleged traffic ticket fixing. 

During the investigation each officer was first warned that anything he said might be used against him in a 

state criminal proceeding, he could refuse to answer if the disclosure would tend to incriminate him, and if he 

refused to answer he would be subject to removal from office. The officers’ answers to the questions were 

used over their objections in subsequent prosecutions, which resulted in their convictions.  The court held that 

law enforcement officers and public employees have the right to be free from compulsory self-incrimination and 

policemen, like teachers and lawyers, are not relegated to a watered-down version of constitutional rights.  

From this case, the concept of the Garrity Warning was developed, which formally advise the subject of an 

internal affairs investigation of their criminal and administrative liability for any statements made; inclusive in 

the warning is the right to remain silent on any matters which would implicate them in a crime.  

 

This powerful language should serve as a reminder to internal affairs investigators that employees who are the 

subject of investigations are not without constitutional protections.  If an employee refuses to provide a 

statement and the refusal results in or subjects the employee to discipline and they provided the statement 

involuntarily, it is considered a compelled statement.  A compelled statement is inadmissible in criminal case 

and will be excluded from evidence as a violation the Fifth Amendment right against self-incrimination and 

Fourteenth Amendment due process clause.  Notwithstanding the fact that a compelled statement cannot be 

used in a criminal prosecution, it still can be used administratively to support termination of the employee.  
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Having Garrity in mind, internal affairs investigators and law enforcement administrators should be evaluate 

whether there is are potential criminal elements involved in the case as early in the process as possible 

 

In smaller sized agencies where personal friendships or conflict may exist or larger agencies with a high profile 

or public internal affairs investigation, the agency executive may be wise to seek outside independent 

investigators to conduct one or both of the investigations.  Although this may present an added cost to the 

department at the onset of the internal affairs investigation, it may avoid potential claims of conflict of interest, 

bias, or otherwise during the investigation or on appeal after disciplinary actions are taken.  In other words, 

spending a small amount of funds to ensure a fair and impartial bifurcated investigation process could reduce 

the risk for significantly larger costs at the conclusion of an appeal, if overturned.   

 

In addition to Garrity, the internal affairs investigator and agency executives should be mindful of two additional 

significant U.S. Supreme Court cases which are independent of each other, but impact the overall process 

because they grant the subject of an investigation rights under specific circumstances.  The first case is NLRB 

v. J. Weingarten, where the Court upheld a decision of the National Labor Relations Board (NLRB) that 

employees have a right to union representation at investigatory interviews. The rights, commonly known as 

Weingarten Rights, include the following: (1) The employee must make a clear request for union representation 

before or during the interview and cannot be punished for the request; (2) Following the request, the employer 

must choose from among three options: (i) grant the request and delay questioning until union representation 

is present and, if so, ensure the representative has a chance to consult privately with the employee prior to the 

questioning continuing, (ii) deny the request and end the interview immediately, or (iii) give the employee a 

clear choice between having the interview without representation or ending the interview; (3) If the employer 

denies an employee’s request for union representation and then asks subsequent questions, the employer 

would commit an unfair labor practice and the employee has a right to refuse to answer. The employer may not 

discipline the employee for such a refusal. In general these rights apply to private sector employees, but in 
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practice have been extended to public employees within the federal, state, and local government through court 

precedent, collective bargaining, legislation.  NLRB v. J. Weingarten, Inc. 420 U.S. 251 

 

The second case is Cleveland Board of Education v. Loudermill, where the Supreme Court heard the 

combined cases of Ohio civil servants James Loudermill, a security guard employed by the Cleveland Board of 

Education and Richard Donnelly, a school bus mechanic for the Parma Board of Education. Laudermilll was 

terminated for failing to disclose a prior felony conviction for grand larceny and Donnelly was terminated based 

on a failed an eye examination.  As civil servants, under Ohio law they could be terminated only for cause and 

with entitlement to post-termination administrative review.  Both employees terminated without being afforded a 

pre-termination hearing to respond to the charges against them.  The case was heard by the Cleveland Civil 

Service Commission where it was upheld, the United States District Court for the Northern District of Ohio 

where it was dismissed, and the Sixth Circuit Court of Appeals where it was reversed and remanded.  The 

Supreme Court upheld the Sixth circuit decision in favor of the employees.  The court reasoned that, “an 

essential principle of due process is that a deprivation of life, liberty, or property "be preceded by notice and 

opportunity for hearing appropriate to the nature of the case."  The Due Process Clause provided that these 

substantive rights cannot be deprived without constitutionally adequate procedures.   The Court held that all 

the process that was due was provided by a pre-termination opportunity to respond coupled with post-

termination administrative proceedings.  Both the respondents had no chance to respond and were deprived of 

due process under the Fifth and Fourteenth Amendments to the United States Constitution.   

 

The three cases of Garrity, Weingarten, and Loudermill are significant during the internal investigation 

interview process.  Internal investigators and agency executives should have a solid understanding how the 

cases apply to the internal affairs process and when specific rights, procedural or substantive, attach.  Failure 

to follow the procedures and rules established under the U.S. Constitution and by precedent will likely result in 

discipline being overturned and the risk of a problem or toxic employee returning to duty. 
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Public Employees: Social Media Activity and Free Speech 

Social media was concept that, prior to the creation of MySpace in approximately in 2003 and popular web 

sites such as Facebook, Instagram, Snapchat, and Twitter which followed, didn’t even exist as a technological 

medium.  Like any new concept, it takes time for both criminal and civil law to catch up with technology.  This 

delay is due in part to taking an extend period of time for cases of individuals who run afoul of criminal statutes 

or workplace polices as a result of their social media actions, to work their way through various levels of 

administrative hearings, trial court, and appellate courts.  The case precedent pertaining to social media 

technology is a relatively new body of law, which various courts at both the Federal and State levels have 

addressed and will continue to address.  The issues in the cases differ, as do the social media medium used 

and content which is considered a violation 

 

Cases concerning social media rise primarily in the context of the First Amendment, with the employer 

generally alleging a violation of policy and procedure and arguing it does not fall within the protection of the 

amendment.  On the other side, the employees frequently defend the claims that their social media activity 

does fall within the First Amendment right to free expression and associated protections.  The majority of case 

law, at this point, has been decided by the lower courts, which have varied in their decisions.  There is no 

general consensus or bright line rule as to the permissible social media activity of public employees and each 

case is looked at individually, with keen eye toward the policies, (if any), and procedures.  It is important, as an 

internal affairs investigator conducting a social media related investigation, that although the cases analyze 

“free speech,” the improper activity of employees does not have to be spoken words, but rather expression, 

which can include such content as: buttons, flyers, leaflets, pamphlets, postings, shirts, signs, stickers, and 

videos. 

Public Employee Speech 

Before the advent of the internet and development of social media, the United States Supreme Court 

addressed the issue of speech by public employee in two significant cases.  In the first case, Pickering v. 

Board of Education, school teacher Marvin Pickering wrote a letter to the editor of a local newspaper 
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complaining about a recently defeated school board proposal to increase school taxes.  Specifically, the letter 

complained about the board’s handling of past proposals and allocation of funds favoring athletics over 

academics. The school board felt the letter was “detrimental to the efficient operation and administration of the 

schools” and subsequently terminated Pickering.  Pickering filed suit alleging his letter was protected speech 

under the First Amendment, the Supreme Court addressed the issue of whether the letter constitutionally-

protected free speech, and held that his dismissal was a violation of the his First Amendment right to free 

speech. The Court, in its decision, noted that similar speech is not protected if it contains knowingly or reckless 

false statements, thereby issuing a de facto warning that there are indeed boundaries of the First Amendment.  

 

The second case concerning free speech, as it applies to public employees, is Connick v. Myers which was 

decided fifteen years after Pickering.  After five years of employment as a New Orleans Assistant District 

Attorney, Sheila Meyers was transferred, (over her objection to supervisors and the District Attorney himself0, 

to a different section of the criminal court.  Prior to the transfer took place, Meyers prepared a questionnaire 

asking for her co-workers views on the transfer policy, office morale, and the level of confidence in supervisors.  

Upon learning of the questionnaire, the District Attorney immediately terminated Meyers, citing the factors that 

she refused to accept her transfer and the distribution of the questionnaire was insubordination. Meyers filed 

suit alleging that her termination violated her First Amendment right to free speech. The district court ruled in 

favor of Meyers and ordered her reinstatement, The Fifth Circuit affirmed, and the Supreme Court addressed 

the question whether distribution of the flyers was constitutionally-protected speech?  The Court ruled that 

speech of public employees is generally only protected when they speak on matters of public concern.  Where 

Meyers’ speech only dealt with personal and internal office issues, it falls outside of express protected by the 

First Amendment.  It is sufficient to show that the employer reasonably believed the speech would interfere 

with office operations.  

  

In Pickering, he wrote a letter to the editor on a matter of public concern, (budgetary and tax matters), by a 

public school board.  In Connick, Myers expression was by means of the flyers distributed internally to fellow 
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employees and not deemed a matter of public concern.  When analyzing cases whether a public employee is 

commenting on matters of public concern, the Court uses The Pickering-Connick Balancing Test which sets 

forth a two part analysis of the expression by the employee.   

 

The first part of the test asks whether the employee spoke as a citizen on a matter of public concern and 

evaluates two questions: (i) whether the subject of the employee's speech was a matter of public concern and 

(ii) whether the employee spoke as a citizen rather than solely as an employee.  If the answer to either 

question is no, that is the end of the inquiry.  If, the answer to both questions is yes, the court then proceeds to 

the second part of the test. The second part of the test asks whether the relevant government entity had an 

adequate justification for treating the employee differently from any other member of the public based on the 

government's needs as an employer.  The court must examine the content, form, and context of the speech.  

When the expression relates both to an employee's private interests as well as matters of public concern, the 

speech is protected if it is primarily motivated by public concern (as in Pickering).  If the primary motivation for 

the speech was furthering an employee’s private interests rather than to raise issues of public concern, the 

speech is not protected, even if the public would have an interest in the topic of her speech (as in Connick).   

 

Although these early case do not involve comments or content posted on a social media web site in violation of 

policy, the public employee free speech analysis, as set forth in The Pickering-Connick Balancing Test, would 

be the basis for the court to determine if an employee’s expression falls within the First Amendment. 

 

Social Media Related Cases 

As previously mentioned in the section concerning policy considerations violations of department policy 

through use of social media may arise in various forms such as online commentary or expression, posting 

questionable videos, and sexual misconduct related activity, to name a few.  The courts, in coming to a 

decision, analyze each set of facts against applicable laws, case precedent, balancing tests and rules, and 
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departmental policies.  The cases below provide examples of how different courts have ruled in cases 

concerning alleged violations by employees, while using social media 

 

The case of San Diego v. Roe, is a First Amendment free expression case which involves a San Diego police 

officer making sexually explicit video tapes and selling them on eBay.  The City of San Diego terminated 

Officer John Roe for selling a video on eBay that showed him stripping off a police uniform and engaging in 

sexually explicit acts on himself.  Roe sold the video on the adults-only section of eBay under the user name 

was Codestud3@aol.com, which identified him as being employed in the law enforcement field.  The uniform 

used was not a San Diego police uniform, but he was identifiable as a police uniform. Roe filed suit, the 

Federal District Court ruled against him, the Ninth Circuit reversed the lower court decision, and the Supreme 

Court accepted the case asking whether the City violated Roe’s First Amendment right to free speech.  The 

Court agreed with the District Court and held that terminating Roe for his behavior and speech did not violate 

the First Amendment.  The court reasoned that government employers could restrict their employees’ speech 

in ways that would be unconstitutional if applied to the general public. But government employees had the right 

to speak on matters of public concern, such as on government policies of interest to the public. In this case, 

however, Roe's activities did not inform the public about the police department and were also detrimental to the 

department.   

 

In Garcetti v. Ceballos, the case analyzes communications by a government employee to a third-party.  

Richard Ceballos was employed by the Los Angeles District Attorney’s office, under the direction of District 

Attorney Gil Garcetti.  Mr. Ceballos learned that a Sheriff had wrongly presented the facts in an affidavit for a 

search warrant.  Ceballos made the fact known to the prosecuting attorneys in the case, who agreed with him 

that the affidavit was likely, not correct, but refused to dismiss the case.  Not satisfied with the response of his 

employer, Ceballos disclosed the belief to the defense counsel, and was subpoenaed as a witness for the 

defense.  Ceballos subsequently filed suit against the D.A.’s office on the ground that the attorneys in his office 

were treating him badly as retribution for cooperating with the defense and that such cooperation was 
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grounded in his right to freedom of speech under the First Amendment.  The district court found for the District 

Attorney and was reversed by the Ninth Circuit.  The Supreme Court heard the case and asked the question 

whether a public employee's strictly job-related speech, expressed within the duties of employment, can be 

protected by the First Amendment simply because it touched on a matter of public concern, or must the speech 

also be engaged in as a citizen.  The Court held that speech by a public official is only protected if it is engaged 

in as a private citizen, not if it is expressed as part of the official's public duties.  

 

Although Garcetti did not use social media as the method to communicate to the defense counsel, this is 

relevant to social media investigations because many social media web sites, specifically Facebook, have 

messaging/communicating features.  If conducting an internal affairs investigation be aware that the 

employee’s social media account may be the method by which communications, not protected by the First 

Amendment, were made.  This is important in the context of an administrative investigation where employees 

are required, based on a reasonable suspicion standard, to provide access to their social media account during 

a special purpose search.  

 

In an Eleventh Circuit Court of Appeals case, Gresham v. City of Atlanta, Atlanta Police Officer Maria Gresham 

posted comments on her Facebook page which were critical of fellow officer’s involvement in an arrest 

Gresham made.  Although Gresham’s Facebook page was set to private, the Department nevertheless learned 

of the comments and an internal affairs investigation was conducted. The department alleged she violated the 

Department’s work rule requiring that any criticism of a fellow officer be directed only through official 

Department channel and not be used to the disadvantage of the reputation or operation of the Department or 

any employees.  During the investigation, Gresham was not able to seek several promotions and sued alleging 

that she was not promoted in retaliation for her protected First Amendment speech.   

 

The District court ruled that the Facebook post did constitute protected speech by a citizen on a matter of 

public concern, but the City’s interests in maintaining order and discipline outweighed the interest of the 
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employee. On appeal, Officer Gresham argued that the City of Atlanta was required to prove that the conduct, 

(Facebook comments), actually caused a disruption or whether it was enough that the employer reasonably 

believed that a disruption would occur.  In ruling for the city, the Eleventh Circuit held that the government has 

a legitimate interest in avoiding disruption and does not have to wait until an actual disruption occurs. 

 

This case represents a classic Pickering-Connick balancing test analysis and how older cases can be applied 

to new technology.  The Facebook comments were not a matter of public concern and outside the scope of the 

First Amendment.  Notwithstanding the fact that Officer Gresham’s Facebook page was set to private mode, 

the postings were still reported to the department and investigated.  As an internal affairs investigator this is 

important to recognize that simply because the social media account is set to private, it is not a barrier to 

accepting the complaint.  Furthermore, if there is a well drafted social media policy which stipulates that the 

employees shall provide access to the account in the course of an administrative investigation, the hurdle in 

obtaining needed evidence is far less.  

 

The case of Manasco v. Board  of Police Commissioners, heard by the United States District Court for the 

Eastern District of Missouri heard a case concerning discovery in an administrative investigation.  On March 8, 

2011 U.S. Marshals and St. Louis, Missouri officer went to the home of Carlos Boles, to serve a warrant. Boles 

shot two U.S. Marshals and a St. Louis police officer and subsequently one of the U.S. Marshals died from his 

wounds. Boles was killed when officers returned fire. A photograph of the body went was circulated around St. 

Louis, both on TV and Facebook.  Both departments have cell phone policies and it was determined who took 

the photograph and the officer who took the photograph was identified, admitted to sending to another, but 

other officers couldn’t recall who they forwarded it to.  During the administrative investigation, the department 

demanded that the history of messages sent from the personal cell phones of the involved officers, which 

included photos, be disclosed, to be used as evidence in the internal affairs investigation, or the officers faced 

dismissal for insubordination.  
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The officers sought an injunction against the department in Federal Court, asserting that the cell phones were 

not department issued, were personal and, therefore, the department’s demand to access their phone’s history 

violated their Fourth Amendment Right against unreasonable searches and seizure. The court ruled that the 

four officers must turn over those phone records related to the text messages that contain photographs for the 

specific time period requested and should have known that their private phone information could be sought in 

an investigation involving work related misconduct. The court compared it to a piece of vital evidence taken 

from a crime scene and hidden in a peace officer’s personal car.  

 

In Graziosi v. Greenville MS, the Fifth Circuit Court of Appeals heard the case of Sergeant Susan Graziosi, 

which concerned Facebook comments on a social media account open to the public for viewing.  Several 

officers expressed to Chief of Police Freddie Cannon a desire to attend the funeral of a police officer who was 

killed in the line of duty in Pearl, Mississippi. Chief Cannon ultimately decided that the officers would have to 

use their personal vehicles if they planned to attend.  On May 7, 2012, after learning that no member attended 

the funeral, Sergeant Graziosi used her home computer, while off duty, to post a comment on her Facebook 

page, which the Department became learned of its existence after she posted the comment on the Mayors 

page.  On May 9, 2012, Graziosi, a Greenville Police Sergeant over 25 years of service, was notified f her 

termination for the critical posting (the termination followed returned from a suspension for violating policy 

related to a domestic disturbance call.).  Graziosi sued and in its 2015 decision the Fifth Circuit affirmed a 

lower court decision granting summary judgment to the defendant agency.  The court held that the plaintiff’s 

Facebook posts voicing her discontent with her chief were not protected by the First Amendment and, 

therefore, her termination did not constitute unlawful retaliation for constitutionally-protected speech.  

Additionally, the comments regarding the city’s decision to require that officers use their personal vehicles 

rather than patrol cars to attend the funeral were not of public concern.  The court went on to point out that 

even if the comments were of public concern, the derogatory manner in which Graziosi commented upon the 

character of her Chief created a risk of organizational disruption that outweighed any First Amendment interest 

she would have.  
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Finally, the Fourth Circuit Court of Appeals decided the case of Liverman v. City of Petersburg (Virginia), which 

turned on the adequacy of the department’s social media policy. The Plaintiffs Herbert Liverman and Vance 

Richards sought claims, including injunctive relief and a declaratory judgment, to prevent future violations of a 

2013 Social Networking Policy and asked that the court find it unconstitutional and void.  Liverman and 

Richards claim retaliation for making his Facebook posts.  All of these claims were made against Chief Dixon 

and against the City of Petersburg.  In its decision, the court held that a police department's social media policy 

and its subsequent enforcement violated the First Amendment.  The case concerned the police department's 

"negative comments" policy.  The court further considered a related provision, the so-called public concern 

provision, which allowed officers to comment on issues of general or public concern (as opposed to personal 

grievances and that the instances must be judged on a case-by-case basis.”The Court, using the Pickering-

Connick balancing test, found the "negative comments" ban related to matters of public concern and 

concluding that "the restraint is a virtual blanket prohibition on all speech critical of the government employer." 

The court was critical of the how broad the policy was, that it disserved the government interests, and could not 

show any actual disruption to its mission.  The court, however, stated that the department could draft a narrow 

policy that did not have such chilling effects, but as written the negative comments clause violated the First 

Amendment.  

RECOMENDATIONS 

To effectively conduct internal affairs investigations where employees violate policy using social media, internal 

affairs investigators need to carefully navigate the legal landscape.  Agencies are advised to have well drafted 

and enacted social media, cell phone usage, and sexual misconduct policies, as each one touch and concern 

potential social media activities of employees. Lastly, from a risk management standpoint, rather than wait for 

an incident to occur, agencies should consider training employees by warning them of the risks of social 

media, how it may impact their employment, and the fact that protections they enjoy as a citizen may not 

extend to them in the capacity as a public employee.  Simply because the First Amendment provides citizens 

wide latitude in their expression, (even to the extent it maybe hurtful, insulting, obnoxious, or vulgar), the same 

cannot be said for individuals who are public employees.  
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CONCLUSION 

Although the United States Supreme Court has not yet decided a case where the issue strictly pertains to 

social media postings or content by law enforcement, case precedent concerning free speech and expression 

by public employees is well established, prior to the internet age, and can be easily applied to current issues.  

The State, Federal District, and Circuit Courts of Appeal appear to decide in favor of the government more 

frequently and not grant law enforcement or public employees First Amendment protection for their online 

expression, primarily because employees are usually not commenting on matters of public concern or because 

of the detriment to the department mission.  In addition to public employees not having the amount of First 

Amendment protection as they may believe, the Fourth Amendment doesn’t protect employees from searches 

during an administrative investigation to the degree they would in a criminal investigation.  In contrast, the Due 

Process Clauses of the Fifth and Fourteenth Amendment are very significant and if investigators compel a 

statement, may impact admissibility in a subsequent criminal case.   
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