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Does your agency conduct any random reviews of employee personal 
social network sites?  Should this be done?  When would it be 
reasonable to conduct such an inquiry?  What would be a reasonable 
investigative method if such an inquiry were done during an 
administrative investigation? 
 

INTERNAL AFFAIRS RESEARCH PROJECT SUBMISSION 

SUBMITTED BY:  J, Cass County 

 

 

 

The world of Social Media has exploded in the last several years, having gone from the days of dial-up 

modems and bulletin boards to instant notification on a cell phone in your pocket in a span of 25 years. As 

such, today's law enforcement officers have access to any number of social media applications on many 

different devices within arm’s reach while on duty, whether it is in a patrol car, at a detective desk, or while 

booking a prisoner. Along with the officers, Law Enforcement Agencies have had to come to terms with this 

instant accessibility. Agencies have had to make decisions about how and when to address the issue of officer 

conduct in this realm. Most agencies already have policies about officer conduct. With the coming of social 

media platforms, agencies have developed policies and procedures related to officer and employee conduct 

online both during the hiring process and once employed.  

 

Currently my agency only conducts routine searches of potential employment candidates of the current most 

popular social media platforms by going from site to site and conducting manual entry searches. This is not a 

thorough or effective search method as it is not often successful or fruitful. There is no set method of collecting 

their social media websites, usernames or passwords to gain full access, and with the popularity amongst 

those in Law Enforcement to use pseudonyms or nicknames to make it harder for our citizens to locate 

ourselves, it often makes it harder for potential employers to locate candidates. Nor does my agency conduct 

any routine searches of current employee social media platforms. My agency has approximately 100 
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employees (73 sworn) and is located in a more rural area on the outskirts of a major metropolitan bi--state city. 

Most of the employees are local and it has a very family atmosphere. This has allowed for many of the 

employees to be connected on the various platforms to one another, of all ranks, assignments and supervisory 

roles. It is not uncommon to see the second in command commenting on an office clerk's social media page 

about any number of events, activities or happenings. My agency has been lucky that, to-date, this has not 

caused any great outward rift or disciplinary situations. There have been numerous times when various 

employees have made comments or posts and the suggestion has been made for them to remove it due to the 

nature of it. These were never in an official capacity and opened the door for that practice to become standard 

procedure. If, during an internal or interdepartmental investigation, the need arises to search an employee’s 

social media, this should be done of their public site, documented, then inquire with those involved in the 

investigation as to the validity of the documentation. I believe that, if the need arises to go further, then 

consent, a subpoena or a search warrant would need to be obtained just as if you were wanting to search the 

employee's personnel residences, vehicles or cellular telephones. 

 

I feel that agencies should only conduct searches when concerns or complaints arise. I don't feel that agencies 

have the time or resources to conduct these searches in any type of organized manner without hiring further 

employees dedicated to that purpose. I feel that with the speed and exponential growth of these platforms, this 

would be an overwhelming feat for any Law Enforcement Agency or any public or private organization. I also 

feel that this is a slippery slope of violating employee’s right to privacy that no organization is ready to go down. 

I believe that it should be handled on a case-by-case basis, just like any other concern or complaint received. 

Whether it be for any employee not caring for their workplace, comments they may have made in a public 

forum (live or online or otherwise) or any issue, it should be addressed, decided upon and followed-up on in 

traditional manner and following current internal investigation procedures.  
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With this, I feel that employees need to take on the responsibility for self-monitoring and self-editing. By simply 

abiding by basic tenets for professionalism and politeness, many social media problems would be avoided. 

Current and future employees need to understand that anything posted on a social media platform can never 

be completely deleted. This will come up in hiring procedures, and, in our unique position as Law Enforcement 

Officials, it can and will be brought up by defense attorneys during trials that officers are testifying in. I believe 

that, In trials of great consequence, Defense Attorneys will being to research the social media platforms of all 

officers and other witnesses against their client in attempts to use their findings to discredit them.     

 

Without a doubt, this is one of the biggest challenges facing all those involved in our chose career field, 

whether it be from the command staff or administration viewpoint, the line-level employees or the citizens and 

criminals we serve. There is no easy answer and none on the horizon. States are just now broaching this 

subject through their labor laws, agencies are incorporating specific policies and these policies are just 

beginning to be challenged in court. As with most challenges facing officers and agencies these days, common 

sense and cooler heads will need to prevail in order to come to a happy medium. Social media is an 

informative, whimsical, emotional and important tool in our society and it is here to stay. 
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