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Should an employee’s personal equipment (phone, smart device, 
recorder, camera or computer) be subject to inspection during an 
administrative investigation?  Under what circumstances would this 
be reasonable?  What restrictions, if any, should be placed on this 
inquiry or use of the information obtained from any disclosure? 
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In the current age of technology, more public safety personnel are using their personal cell phones to conduct 

official business.  The use of personal cell phones has given police officers and firefighters that ability to 

communicate with citizens, peers, and management without tying up mobile radio systems.  Since there is an 

increase in the use of personal electronic devices in the workplace, should those devices be subject to 

inspection during an administrative investigation? 

Many law enforcement agencies provide cell phones, tablets, or computers to their personnel.  Many members 

of those organizations understand that the issued devices may be subject to inspection.  In addition, some 

agencies provide staff with a stipend to cover the cost of their personal cell phones if they are used during duty 

hours.  Many law enforcement personnel and unions believe that personal devices are exempt from inspection 

especially if personnel do not receive a stipend from the employer.  Unfortunately, the belief that personally 

owned electronics are exempt from inspection because the employer did not issue the device is a serious 

mistake.  

The courts have ruled on personal electronic devices in the workplace for the past decade.  These legal rulings 

have provided the circumstances under which a search of an employee’s electronic device is reasonable.  For 

example, police officers from a Midwestern police department took photos of victims at a fatal accident scene.  

The agency leaders demanded that the officers disclose their text message history and photos that were sent 

from the personal cell phones for use as evidence in an internal affairs investigation.  Because of the order, the 

officers faced the possibility of being terminated if they refused to comply with the order.  The involved police 

officers took legal actions against the police department in Federal Court.  They argued that their cell phones 

were personal property and were not issued by the department, and, thus, the Chief’s order to access their 

phone’s history violated their Fourth Amendment Right against unreasonable searches and seizure.  The court 

decided that the search was limited and reasonable.  Also, the court held that the officers should have known 

that their personal cell phone information might be sought in an investigation involving work-related 

misconduct.  

In another case, the courts again provided the circumstances under which a search of an employee’s 

electronic device is reasonable.  In this case, the Chief of Police ordered an audit be conducted on all 

department-issued cell phones.  The purpose of the audit was to determine if it was feasible for the City to 

expand its contract with the service provider.  The Chief wanted to ensure that the excessive number of 

messages sent by officers were business related, as outlined by the department’s policy, or of a personal 
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nature.  The Court said that even though officers had a reasonable expectation of privacy, the City’s review of 

the transcript of the text messages sent by employee’s did not constitute an unreasonable search.  The Court 

said that the City had an interest in ensuring that it “was not paying for extensive personal communications” 

made by the employees.  

Finally, the Tenth Circuit rejected a privacy claim by a city employee.  The court stated that when an employee 

voluntarily brings his personal electronic device to a public facility for work-related use, mere ownership is not 

enough to raise a reasonable expectation of privacy.  The court held that management must reasonably 

articulate the reason for the search of an employee’s electronic device to ensure that there is the belief of 

privacy.  However, employees must be made aware that their personal electronic devices are subject to 

inspection when those devices are brought on the employer’s property.   

Since electronic devices are more prevalent in the workplace, each public safety agency should develop a 

policy that highlights the expectation of privacy for employees.  The inspection of employees’ personal devices 

should only occur during the course of an Administrative Investigation.  The policy should be reviewed and 

signed be each employee, and the form containing the signature should be placed in each employee’s 

personnel file.  Agency leaders must ensure that when conducting searches of an employee’s electronic 

device, the reason and parameters for the search should be clearly articulated prior to the search.  
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