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Should an employee’s personal equipment (phone, smart device, 
recorder, camera or computer) be subject to inspection during an 
administrative investigation?  Under what circumstances would this 
be reasonable?  What restrictions, if any, should be placed on this 
inquiry or use of the information obtained from any disclosure? 
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Whether or not an employee’s personal cell phone, or smart device should be able to be inspected as part of 

an internal investigation has been a long debated conversation in many court jurisdictions.  The best possible 

answer for the question would be; it depends.  There are a lot of factors play into that answer.   

Cell phones have become as common to officers as any of their other issued equipment.  The United Nations 

conducted and published a study in Time Magazine indicating there are approximately seven billion people in 

the world with only four and a half billion toilets; however there are six billion people utilizing cell phones.   

Officers can blur the lines of personal and business use if they utilize their personal phones, or devices while 

on duty.  The best case scenario to protect officers would be for departments to enact policies against the 

carrying, or usage of personal phones while on duty.  Departments also have the option of suppling its 

employees with work, or business phones only to be used while on duty.  

The lines are not even clear when it comes to whether personal phones of government employees are 

protected under the Fourth Amendment if used while on duty.  A lot of courts have ruled they are protected; 

however some have stated public employees are not secure from searches of the government, or their position 

may limit their protections. Depending on the District Courts; some have ruled reasonable suspicion of a 

workplace rule violation is all that would be needed to allow employers access to its employee’s personal 

devices.  Conversely, if smart devices are deemed in certain courts as being protected under the Fourth 

Amendment a warrant would need secured for the search of the device(s).  With a warrant, obviously probable 

cause would be needed which could indicate a possible criminal investigation and not an internal, or 

administrative investigation.  If a warrant is needed, one key point to keep in mind would be since the device is 

covered by the Fourth Amendment; the exceptions to the search warrant rules would also apply such as 

exigent circumstances.   

The Supreme Court has established a two-step process when determining if an employer has authority to 

search personal belongings of its employees: (1) the search must be justified at its inception; and (2) the actual 

search itself must be reasonably related in scope to the circumstances that justified the search in the first 

place.  Another major factor to consider if conducting a warrantless search of a personal device would be the 

reasonableness of the search.  Steven Betz of Rains Lucia Stern Law Offices listed several steps to help 

ensure the reasonableness of a search.  He felt if the employer gave in writing articulable facts supporting the 

search, precise information that was sought during the search, and affording the employee an opportunity to be 
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present during the search would definitely be looked upon favorably by the court in meeting the burden of 

reasonableness.   

In summary there are many factors that play into whether it is allowable to search personal devices and if 

deemed allowable; what would constitute reasonableness.  Each case will be independent of its own fact set.  

If officers do not carry, or utilize personal devices while on duty this does not become an issue.   
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