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Should an employee’s personal equipment (phone, smart device, 
recorder, camera or computer) be subject to inspection during an 
administrative investigation?  Under what circumstances would this 
be reasonable?  What restrictions, if any, should be placed on this 
inquiry or use of the information obtained from any disclosure? 
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In today’s climate, where cell phones have begun to outnumber traditional landlines, and an entire world of 

information is available at our fingertips anywhere there is network coverage, employers and employees alike 

are forced to strike a balance between the right to privacy and the need to maintain order within the 

organization.  The short answer to this complicated question is yes, an employee’s personal equipment should 

be subject to inspection during administrative investigation; however, there should be restrictions and 

guidelines in place directed when a search of an employee’s phone is reasonable. 

 

Just because an employee agrees to work for a government agency, they do not give up their constitutional 

rights (hence: Garrity warnings, etc.).  Therefore, any administrative inspections of an employee’s private 

property should be governed by a policy and procedure that clearly protect the employee’s Fifth Amendment 

rights and narrowly define the scope of the investigation.  The agency conducting the administrative 

investigation must be doing so because there is reason to believe that a policy violation has occurred.  If this 

reasonable suspicion is present, given the rules guiding administrative investigations, employees can be 

compelled to present their personally-owned communication devices for inspection.   

 

When conducting this inspection, however, the scope of the investigation should be limited to the policy 

violations in question.  For example, if an officer is believed to have taken prohibited photos of a specific crime 

scene on his/her personal cell phone in violation of agency policy, the search of that employee’s phone should 

be limited to the photo album on the date in question.  At that point, an investigator does not have the legal 

justification to review photos from two years prior or begin opening email or other apps on the phone.  Should 

they develop reasonable suspicion to believe that the employee took photos of other crime scenes or emailed 

the photos out, then, and only then, can they expand the scope of their search.  Just because an employer has 

a right to order an inspection of an employee’s phone, does not mean they can search the phone carte 

blanche. 

  

As noted previously, while an employer can compel an employee to turn over their phone for inspection (just as 

they can compel them to give a statement during an administrative investigation), they cannot compel the 
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employee to give up their Fifth Amendment rights.  As with a compelled statement, evidence of a policy 

violation found on a phone through a compelled search under Garrity cannot be used in the criminal 

prosecution of the subject compelled to turn over the phone.  Subsequently, as best practice, investigations 

that have both criminal and administrative elements and rely on evidence found on an employee’s cell phone, 

should be conducted in a manner that protects the interests of all involved parties (i.e. employee, prosecution, 

and agency).  Whenever possible, the criminal investigation should occur prior to the administrative 

investigation. 

 

Finally, as stated before, good policy will ensure that administrative searches of phones are conducted in an 

effective and legal manner.  Well-written policy will provide the employee with specific expectations and protect 

the agency should the search find itself the subject of a legal review. 
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